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Foreword

Privacy is often cited as essential to freedom of expression and democracy and, as such, has an important
impact on our wellbeing. But privacy is no longer confined to the physical space behind our kitchen
curtains or the basic anonymity of who we voted for in the last election. As lines between the ‘real” and
‘connected’ worlds continue to blur, online data privacy becomes an increasingly significant part of our
individual privacy tapestry.

The challenge of understanding privacy in a digital age is complex. How we view data privacy can be
highly individualised and the resulting motivations, perceptions and behaviour can be equally diverse.
There is reason to believe that the implementation of the General Data Protection Regulation (GDPR),
which starts to reassert citizens’ right to control, as well as the significant media attention that recent data
scandals have rightly received, will provide an important catalyst for conversation, recognition and action.
Long-term implications on public understanding are as yet unclear.

However, despite the ever-growing significance of online data privacy, we often don’t have a clear
understanding of what the UK public really thinks about this issue or how they actually behave with their
data. Public policy debates around how an individual’s privacy is managed and protected online can

be informed by instinctive responses to what ‘feels’ right or concerning. Better evidence about public
attitudes and behaviour is needed. How we collectively think and act around online data privacy is having
substantial societal, economic and political implications both in the UK and around the world, and it is
important to note that it is not a zero-sum game. Both action and inertia have an impact as a lack of clear
challenge can be taken as passive acceptance.

How do we ensure the voice of citizen is heard in the debate, when this voice is often widely dispersed,
poorly organised and occasionally contradictory?

This report, commissioned by the Carnegie UK Trust and produced by Ipsos MORI, brings together a

wide range of recent research studies which have explored people’s attitudes and behaviours towards
data privacy across different scenarios. Whilst many of the findings in this review may seem intuitive,
others may be more surprising. It is important that this evidence has a role in the policy process, so
decisions aren’t driven by general assumptions or narrow experiences, but by an informed evidence-based
understanding.

It is clear from the research that most people in the UK are concerned about their data privacy to some
degree, but attitudes and actions towards data privacy can vary according to a multitude of factors, and
the actions that the public take do not always reflect this level of concern. The purpose of this review was
not to provide specific policy recommendations, but unpicking these points further could help to inform
appropriate responses, as the solution to engaging communities on these issues will not be a ‘one size fits
all” approach.
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The review also highlights a number of meaningful shortcomings within the existing data set, as well

as challenges in drawing comparisons or trends. With more data about us being generated, shared and
gathered every day, the implications for different societal groups merits further consideration and patterns
need to be tracked over time.

We hope that this review will provide a robust, timely and neutral evidence base which policymakers,

practitioners and academics can utilise, and from which they can draw informed opinions with regards to
data privacy attitudes and actions.

Douglas White, Head of Advocacy, Carnegie UK Trust
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1. Introduction
What are we exploring?

For many of us, our lives are increasingly lived online - whether through the extensive adoption of social
media; constant internet access via smartphones and public WiFi networks; or the widespread digitisation
of private markets and public services. While this has brought a great deal of convenience in day-to-day
life, the impact of the collection and use of our personal data can have a cost. There has been much
media coverage in the past few years covering high-profile data breaches. Many people have found
revelations about the sheer amount of personal data that organisations hold on about us to be highly
troubling. This year has seen the implementation of the General Data Protection Regulation (GDPR) across
Europe, which is designed to help citizens regain a semblance of control. It is clear that online data privacy
has never been more pertinent.

It is in this context that this research report seeks to address three overarching questions:

1.  What do people think about online data privacy?

2. What actions do people take in relation to their online privacy?

3.  What trade-offs are people willing to make relating to their data privacy?

Historical context

The issue of online data privacy can be contextualised within wider historical public policy, and legal

and philosophical privacy debates. Concerns about privacy date as far back as Aristotle’s distinction
between the public sphere of political activity and the private sphere of family and domestic life. While
privacy issues are highly culturally specific, issues relating to privacy such as gossip and surveillance have
concerned almost all societies since antiquity. Technological advancement since the 19th century, and the
rise of new information technologies in the 20th century, brought these debates to the fore, as the topic of
privacy became increasingly prominent from the 1960s onwards.

How to define privacy has been the subject of considerable debate. Recent commentators on the issue
have proposed numerous definitions of ‘privacy’ relating to different contexts. In the evidence reviewed,
it is often not clear what is meant by online data privacy, as neither ‘privacy’ nor ‘data’ tended to be
explicitly defined. However, based on the questions addressed in the literature (both in the UK and
internationally), authors appeared to conceptualise online data privacy in terms of Gormley’s definition of
privacy as ‘citizens’ ability to regulate information about themselves’ and Solove’s definition ‘control over
personal information’.
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As different individuals conceptualise privacy in different ways, it is important to note that participants in
the studies included in this research report may have been using a different definition of privacy than that
intended by those carrying out the study. Ken Gormley (1992) identifies four types of privacy definition:
privacy as an expression of one’s personhood and personality; privacy as autonomy; privacy as citizens’
ability to regulate information about themselves; and multidimensional notions of privacy (Fuchs, 2011).

In his seminal work Understanding Privacy (2008), Daniel Solove goes further, arguing for six different
privacy definitions: (1) the right to be left alone; (2) limited access to the self; (3) secrecy; (4) control over
personal information; (5) personhood; and (6) intimacy. These definitions of privacy were, of course,
developed before the exponential expansion of technology, particularly the advent and widespread
adoption of social media and mobile internet devices, and therefore may have limitations in how
effectively they can be used to address privacy in a digital landscape.

This report

In chapter two, we outline the research methods and comment on the process. In chapter three, the
review begins by exploring what people think about their online data privacy, how that has changed over
time and whether views of online data privacy differ by sociodemographic group. Chapter four examines
the different types of online security behaviours the public do or do not exhibit, again exploring subgroup
differences and change over time where possible. Chapter five explores whether the findings from chapters
three and four correspond — does the public’s behaviour reflect their reported attitude to online data
privacy? The final chapter covers the overall conclusions of the review, in addition to setting out possible
avenues for moving the evidence, and wider data privacy debate, forward.
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2. Researching Online Data Privacy

The Carnegie UK Trust commissioned Ipsos MORI Scotland to undertake secondary analysis to review
evidence of citizens’ attitudes and behaviours towards online privacy in the UK. This included any
variations by demographic group and context, as well as looking at cross-national comparative studies
with the US and other European countries.

Methods

The methodology for this paper was a desk-based evidence review. The review encompassed both
quantitative and qualitative empirical studies published by public, private and third-sector organisations,
as well as academic papers. While we included a range of studies in terms of methodology and size —
including but not limited to large-scale face-to-face, online and telephone surveys and focus groups — we
restricted the dates of publication to the last three years to ensure that our findings were reasonably
current, given the rapid and significant pace of change in the digital age. In total, we included 50 evidence
sources in our review, which we were confident used rigorous data collection to produce robust data.

We followed several steps in compiling our source list to ensure the robustness and relevance of the data
included. Firstly, we identified our search terms, which included ‘data privacy’, ‘data security’, ‘attitudes to
data privacy/security” and ‘data privacy/security behaviours’, then the search was limited to publications
since 2014. While we focused primarily on UK-based studies, we also considered Pan-European studies
and US-based studies in the same time-frame for a cross-national perspective. After compiling an initial
list, we reviewed each study in terms of research quality to exclude any where there were concerns about
the quality of the data collected. These were studies where we felt that leading questions were asked

to participants, ultimately encouraging or prompting certain answers, and quantitative studies with
insufficient numbers of cases for results to be significant.

Notably this review looks at individual’s privacy attitudes and behaviours in relation to their own privacy
and security, and did not include research investigating other privacy relationships such as parent to child,
adult to older parent or peer to peer.
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Comments on Researching

There were limitations to the data available to review both in terms of the methods used and the content
of the data collected. In this section, we outline the issues encountered.

Inconsistencies in terminology and providing definitions

There was very little consistency in the language used across the different research studies reviewed. For
example, while some literature uses very broad terms (e.g. concern around online data privacy), some
focuses on very specific issues (e.g. concern about using specific social media sites or household appliances
with internet connectivity), and some still uses alternative terminology which may engender a slightly
different issue or response (e.g. concern about the recording of everyday activities on the internet).

A related challenge was that many studies did not explore concern at all, rather they looked at self-
reported confidence. While this provides an interesting reflection of attitude, it is not an accurate reflection
of whether online data security is a problem for them or not, as confidence can be misplaced.
Furthermore, there was little attempt to define what was meant by the language used, or to preface
questions within a particular context. This is problematic in a context where public understanding of the
issues being investigated (the collection and use of personal data and the impact that this can have) is
relatively low. For example, research by Doteveryone (2018) found that 83% of participants did not realise
that information shared about them online by others is collected, while 62% did not realise that internet
connection data is collected.

This lack of definition and consistency has two effects. First, it means that the data from different

studies cannot be easily compared — we are not able to contrast like for like. Second, and perhaps more
concerning, if there is no shared understanding among participants of what a question means — or what
behaviours it is referring to — the questions essentially become subjective, and it is unlikely that you will
get fully reliable data. For instance, one study asked if participants used ‘different’” passwords. This meant
they had to interpret how many passwords ‘different passwords’ actually defined (a person who uses two
different passwords across all their online accounts may think this counts as different passwords, whereas
someone else may think it means a different password for every account).

Self-report data

It is important to note that the majority of behaviour recorded in the literature reviewed is self-reported.
In survey research, participants can present themselves in a more positive light in order to provide the
‘correct” answer as prescribed by society. If such a ‘social desirability effect’ is at play in this instance, then
it is possible that the prevalence of ‘secure’ online behaviour may be lower than actually recorded.

The only studies that looked at knowledge were the 2018 Doteveryone Understanding report, as noted
above, and some of the academic papers. While the academic papers can provide useful insight of why
individuals might be acting in a specific way, there is the drawback that they often rely on convenience
samples (often young, often educated — a particular issue when exploring online behaviour) meaning we
cannot be sure the data is representative of the wider population.
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Predominantly quantitative data

The review found that most of the studies on data privacy were quantitative, and there were very few
qualitative studies which we could draw upon. Where possible, qualitative studies were included within the
review. Given the general low level of understanding or conformity around many data privacy concepts or
implications, there is a clear need and opportunity for more qualitative research to explore and interrogate
why people think and behave the way they do.

Limited demographic breakdowns

While the data sources we reviewed were predominately quantitative, few of these explored demographic
variations in depth, beyond age, though even this had its limitations. Studies included in the review
generally include age 16 or 18 and upwards, and so much research does not include research with regards
to privacy behaviours or attitudes of children, an absence also noted by contemporary researchers such as
Livingstone (2018).

There has been much less research on the relationship between socioeconomic status and online data
privacy views and behaviours. We also found a very limited number of ongoing studies and datasets that
track the same attitudes and behaviours at regular intervals, which made it difficult to identify trends over
time.

The key data sources used to explore these issues in the review were Ofcom and the Information
Commissioners Office, as they fit the criteria of nationally representative data, with subgroup and trend
data available for analysis. The 2015 Eurobarometer was also invaluable in providing country comparisons.
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3. What Do People Think About Their Online Data Privacy?

How concerned are people about data privacy issues?

Views of online data privacy, whether attitudes around concern, control or confidence, vary depending
on the context of the question asked. One of the most notable aspects of the literature, as noted in the
previous chapter, is the lack of consistency across terminology and question wording. This means that
there is a lack of consensus between studies, and therefore no conclusive answer on data privacy issues.

At the broadest level, a significant majority of people in the UK have some concern about data privacy.
For example, the 2015 Big Brother Watch survey found that 79% of individuals are concerned about their
personal privacy online, reporting that 49% of the individuals surveyed are fairly concerned, while 29%
are very concerned (Big Brother Watch, 2015). Attitudes towards data privacy have also been explored
through a variety of more specific measures in the literature, which has likely contributed to the degree

of variation in the findings. Studies have variously reported that 69% of users in the UK and Ireland are
concerned about the security of personal data on devices and appliances with internet connectivity
(Gigya, 2017); that 59% of internet users in the UK express concern about the recording of everyday
activities on the internet (Eurobarometer, 2015) and that 79% of individuals claim that online privacy is a
significant concern (DMA, 2015).

Figure 3.1 Level of concern about privacy online

Data privacy: what the consumer | Percentage who consider data privacy

Data protection rights: What Percentage concerned about the

the public want and what the recording of everyday activities on 59%

_ 79%

really thinks (2015) to be a ‘significant concern’ _
Big Brother Watch Percentage concerned about personal 29%

(2015) privacy online ’

The State of Consumer Privacy Percentage concerned about security

and Trust (2017) of personel data on IoT devices 69%

public want from Data Protection
Authorities (2015)

the internet

Base: Data privacy: what the consumer really thinks: (1000 UK adults); Big Brother Watch (1,000); The State of Consumer
Privacy and Trust: (2,001 US and 2,001 UK adults aged 18+); Data protection rights: What the public want and what the public
want from Data Protection Authorities: Participants who are concerned about privacy (790).

While the studies above have asked participants how concerned they are about online privacy, other
research has asked different questions around individuals’ levels of confidence in managing their personal
data. These alternative measures have, in some cases, produced a rather different picture of public
attitudes. For example, 72% of people reported feeling confident they are in control of who has access to
their personal data online (Ofcom, 2017).
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Figure 3.2 Confidence in managing access to personal data online

m Very confident  m Fairly confident m Neither/DK Not very confident = Not at all confident

40% 32% 10%

Base: All adults aged 16+ who go online (1,553).

Change over time

A number of studies have highlighted that attitudes towards online privacy change over time. For example,
the number of individuals who claimed that data privacy was a significant concern fell from 84% in 2012
to 79% in 2015 (DMA, 2015). Meanwhile, those who claimed to be ‘unconcerned’ about the collection
and use of their data was the fastest-growing group during this time, rising from 16% in 2012 to 22% in
2015 (DMA, 2015). The evidence suggests that this trend was common across all age groups (DMA, 2015).
This is, perhaps, surprising given that the reach of information technology became significantly more
pervasive during this three-year period.

One interpretation of this trend is that individuals were not in fact any less concerned about data privacy
infringement, but began to simply start to accept it as an increasingly inevitable aspect of modern life,
and to display a growing degree of fatalism about it. While participants were more likely to believe that
their personal data was open to use by commercial and governmental bodies, or to be conscious of the
implications that may have for them, they became less likely to think they could do something about

it. For instance, in a 2016 TRUSTe consumer privacy study, 30% of participants said that losing online
privacy is part of being more connected online. The 2018 Doteveryone Attitudes report found that 43% of
participants said that it does not matter if they trust organisations they engage with online if they need to
use them for day-to-day life; while 52% said they wouldn’t be able to get through all the things they need
to do every day if they didn’t use the internet. This is further illustrated in the quotation below:

66 It'sveryinvasive. They have too much power but we all want to use those sites so we tick the

box. 99

(Doteveryone Attitudes Report, 2018)

It is not yet clear, however, whether recent high-profile data breaches and scandals, alongside new laws
to give more power to individuals, have begun to slow or reverse this trend towards citizens’ acceptance of
how their personal data is used.
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Figure 3.3 Percentage who are ‘unconcerned’ about data privacy

22%

2012 2015

Base: 1000 UK adults Source: DMA, 2015

Do attitudes vary between different demographic groups?

While the amount of published evidence on demographic differences in the UK is limited, it seems that
different groups have different attitudes to data privacy issues. The greatest focus of research to date has
tended to be around the effect of age, with limited research on socio-economic group, gender, ethnicity or
disability.

Age

The available data suggests that people’s attitudes towards online data privacy do vary by age. Based
on the studies which look at differences in attitudes by age, the general pattern appears to be that there
are higher levels of concern about a variety of privacy issues among older people than younger people.
For example, levels of concern about companies collecting personal data online and sharing it with
other companies are closely correlated with age; with the proportion citing this as a concern increasing
consistently through each age bracket, from 31% among 18 to 24-year-olds, to 48% among those aged
over 65 (Rogers, 2017).

Figure 3.4 Percentage of participants concerned about companies collecting and sharing personal
data online with other organisations

34%

18-24 25-49 50-64 65+

48%

Base: 2,017 GB adults Source: Rogers (2017).



ONLINE DATA PRIVACY FROM ATTITUDES TO ACTION

In line with this, 18 to 24-year-olds make up the biggest proportion of those ‘unconcerned’ about data
privacy at 30%, while 55 to 64-year-olds and 65+ consumers are less likely to be in this group (12% and
16% respectively) (DMA, 2015). As noted above, however, between 2012 and 2015, a growing number of
people across all age groups reported themselves as ‘unconcerned’.

The generally higher levels of concern among older individuals was also borne out in the qualitative
research:

66 They can find out everything about you. In another part of the world they know where you live,
how much money you've got. You haven't got any private life now in my opinion because
everybody can find out. 99

(Ofcom, 2015: Female, 82, Retired, Coventry)

Levels of confidence around data privacy issues also vary by age according to the available research.
Younger people are much more likely to express a high degree of confidence about managing the security
of their personal data, whereas older people are significantly more likely to report being not very or not

at all confident in this area. While 60% of 16 to 24-year-olds and 47 % of 25 to 34-year-olds say they are
very confident in managing who has access to their personal data online, that figure is just 28% for 55 to
64-year-olds; 26% for 65 to 74-year-olds; and 23% for over-75s (Ofcom, 201&).

Figure 3.5 Percentage of internet users who are ‘very confident’ in managing who has access to
their personal data online by age

60%
47%
39%
37%
28%
26%

16-24 25-34 35-44 45-54 55-64 65-74

Base: Adults aged 16+ who go online (1553) Adults’ media use and attitudes: Report 2017 (Ofcom 2017).

Furthermore, internet users aged 65-74 and 75+ are more than twice as likely as internet users overall to
say they are not at all confident that they can manage who has access to their personal data online (18%
and 17% respectively compared to the average of 8%) (Ofcom, 2017).
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Gender

Findings on attitudes by gender are both limited in number and mixed in findings, presenting no clear
patterns. While some studies have found women to be less confident' than men — with one study putting
men’s confidence levels in managing the security of their personal data at 44% and women'’s at just
37% (Ofcom, 2016) — others have challenged this, with one face-to-face survey finding women to be
significantly more confident than men (Nurse and Williams, 2016).

Socio-economic status

Far fewer recent UK studies have looked at attitudes to data privacy by socioeconomic status. The

review identified just a small number of studies that have done so in the last three years (Ofcom, 2016;
Ofcom, 2017; Nurse and Williams, 2016). However, there is an emerging pattern: individuals of higher
socioeconomic status are more concerned about, but more confident in dealing with, data privacy issues
than those of lower socioeconomic status. Different measures of social status have been used across
different studies. While one study looked at attitudes by level of education and whether participants used
a PCin the workplace (an indicator of occupational status), the others explored attitudes by an overall
measure of social grade. Internet users in AB households are more likely than internet users on average
(46% compared to 40%) to say they are very confident in managing who has access to their personal
data (Ofcom, 2017). It is important to note that higher confidence does not necessarily correspond to a
greater ability to protect information online and this should be interpreted with caution. A total of 41%
of those in C1 households, 34% of those in C2 households, and 37% of those in DE households said that
they are very confident in response to the same question.

Figure 3.6 Percentage of adults who are ‘very confident’ in managing who has access to their
personal data online by socioeconomic status

AB

C1

Cc2

DE

All Internet Users

Base: Adults aged 16+ who go online (1553) Adults’ media use and attitudes: Report 2017 (Ofcom 2017).

1 Itshould be noted that confidence does not necessarily equate to greater knowledge of data security.
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Understanding citizens’ concerns

There is some evidence from across the different research studies of the different types of data privacy
issues that give citizens cause for concern.

One such area is the notably high, and growing, levels of concern about the recording of everyday
activities on the internet in the UK, with 59% of users expressing concern about this in 2015; an increase
of 19 percentage points since 2010 (Eurobarometer, 2015).

Figure 3.7 Percentage of UK participants concerned about the recording of everyday activities on
the internet in 2015 and 2010.

2015
Base: 1,328 UK adult Source: Eurobarometer (2015)

This sense of unease about what is recorded as citizens go about their business online was also apparent
in the qualitative research:

66 It'sdifficult, because I don’t have a full understanding of how they use the data they have about
me. I think that’s the most intrusive thing, that some of the ads track your behaviour because of
various sites you've visited, or Gmail just takes keywords out of your email. 99

(Ofcom, 2015: Male, 36, Web Officer, Cardiff)

Qualitative research on attitudes to the use of health data also highlights that information asymmetry
plays a role in determining the level of concern people feel:

66 It's aone-way mirror; they know everything about you but we don’t know what they’re doing with

that. 99

(Ipsos MORI and Wellcome Trust, 2016: Patient, severe conditions)

Public concern also varies significantly depending the type of organisation data is shared with. Overall,
citizens appear to be less concerned with public bodies than with private companies accessing their
personal data. Users are most comfortable sharing data with public-sector organisations, with the NHS
at the top of people’s trust levels and the Central Government lower down. People are less comfortable
sharing data with private companies such as telecommunications companies, with social media
companies at the bottom of a trust ranking (Eurobarometer, 2015; ICO, 2015; ODI, 2018; Ipsos MORI,
2017).
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Figure 3.8 Public trust in organisations accessing their personal data

m EU Barometer

Health services

Financial institutions

Central Government

Telecommunications
companies

Social media

Information Commissioner m Open Data Institute m [psos MORI

81%

64%
51%

70%

69%

10%

21%

This sentiment is illustrated in the below comment on health data:

66 I'm more than happy for academics or researchers to see (genetic data), but not private

companies. 99

(Ipsos MORI and the Wellcome Trust, 2016: General Public, Sheffield)

While levels of trust overall are low for internet companies?, they are notably lower among older users than
younger users; with a mean trust score of 4.5/10 among 16 to 24-year-olds but only 3.4/10 among adults
aged 55-75 (Ipsos MORI, 2014).

2 However, it is important to note that ‘internet companies’ was not defined in the research
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How do attitudes in the UK compare to attitudes in other countries?

Overall, the evidence reviewed suggests there is a considerable degree of cross-national variation in
attitudes to data privacy. Our findings indicate that levels of concern in the UK about data privacy issues
are among the highest, if not the highest, in Europe, in line with those in the US.

How do UK attitudes compare to the EU as a whole?

Generally, the evidence suggests that people in the UK are more concerned about data privacy than
individuals in most other European countries. A full 59% of UK citizens say they are concerned about the
recording of everyday activities on the internet, which is notably higher than the European average of
45% (1CO, 2015).

Furthermore, there are other, more specific, contexts in which concerns about data privacy are notably
high in the UK compared with other countries in Europe. These include: mobile applications, where the
level of data privacy concern in the UK (63%) is second only to the Czech Republic (73%), and the use of
payment cards, where only people in France, Ireland and the Czech Republic record higher levels of data
privacy concern than those in the UK (Eurobarometer, 2015).

The trust ranking for different organisations is broadly consistent across the UK and the rest of Europe,
though the evidence points to slightly higher levels of trust overall in Europe. As in the UK, individuals
across Europe are least likely to trust internet service providers and social networking sites with their
personal data, and express relatively higher levels of trust for public-sector organisations. Although in the
UK just 22% of individuals trust internet service providers with their personal data (ICO, 2016), that figure
is slightly higher in Europe as a whole, at 32% (ICO, 2015). Similarly, 11% of UK citizens trust social media
companies with their personal data, compared with 22% in Europe (ICO, 2015).

As in the UK, attitudes to data privacy issues and data sharing in the rest of Europe are also highly context-
dependent. The evidence suggests that across Europe, people are relatively more averse to the use of their
data by private companies but more comfortable with the use of their data for medical purposes, or where
they may get a personal benefit in return for sharing their data (Rand, 2015).

How does the UK compare to the US?

Research findings suggest that citizens in the United States display a broadly similar attitude to data
privacy issues as UK citizens. In fact, the TRUSTe Consumer Privacy and Trust Surveys reported that the
same percentage, 92%, of US and UK users worry about their privacy online (TRUSTe, 2016; TRUSTe,
2017).

Attitudes in the US towards social media and search companies holding data about individuals are
broadly in line with the UK and EU, with 69% and 66% respectively not feeling confident in these types
of companies keeping their data safe. However, there are higher levels of concern about publicsector
organisations accessing personal data in the US (Pew Research Centre, 2015). In the UK, only 40% of
citizens are not comfortable with government organisations accessing their personal data (Demos, 2017),
whereas 54% of US citizens are not at all, or not too confident that their data will be kept secure by
government agencies (Pew Research Centre, 2015).
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4. What Actions Do People Take In Relation To Their Online
Privacy?

How do people behave in relation to their online privacy?

The research analysed above suggests that the majority of citizens in the UK have at least some degree of
concern about their online privacy.

However, the evidence reviewed for this study also suggests that a lower proportion of people are acting
on this concern. Most citizens do make security checks before entering information into a website (Ofcom,
2017), but other precautionary actions are less common. For example, citizens in the UK do not commonly
delete their browsing history or cookies, encrypt emails, use privacy software or read Privacy Policies or
Terms and Conditions. The research also suggests that many people do not actively protect their location
online; either through their mobile location services, or through social media activity. It is common,
however, for citizens to give out minimal personal information when online, as a way of protecting their
privacy.

This chapter addresses the different actions and tactics that people take to ensure their
privacy online. As the literature covers a wide variety of behaviours, the actions addressed in
this chapter have been divided into the following categories for ease of reference:

a) Internet browsing security measures

b) Reading privacy policies and terms and conditions

c¢) Password hygiene

d) Use of location services

e) Managing privacy on social media accounts

f)  Providing false or limited personal information.

We first review each behaviour and then, where this information is available, go on to comment on any
differences between demographic groups, alongside any notable differences between the UK and the
United States, or European countries.

(a) Internet browsing security measures

This section includes how people assess the trustworthiness of internet sites they are browsing, how
people manage their browsing history, use of public WiFi and the use of data privacy programmes.

The Adults’ Media and Attitudes Report 2017 found that most people (70%) make at least one
recommended security check before entering any personal information into a website. These checks
include: if the site looks secure (e.g. has a padlock symbol or https); if they are familiar with the company
or brand; if there is a link to another reputable service/company; if there is a guarantee that their details
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will not be shared; and if the site is recommended by friends or family. The two most common checks

are: if the site looks secure (58%) and if they recognise the company or brand (47 %) (Ofcom, 2017b). The
Consumer Privacy Index found that 34% of people in Britain look for a ‘privacy trust seal’ before deciding
whether or not to trust the site (TRUSTe, 2016).

Figure 4.1 Checks made before entering personal details into a website

If the site looks secure (padlock symbol/https) 58%
If I'm familar with the company or brand 47%
If there is a link to another reputable service 38%
like PayPal

If there is a guarantee my details won’t be
shared with anyone else

34%

If the site is recommended by friends/family 23%

Mentioned any of the above

Base: Adults aged 16+ who go online who say they register personal details online (1516) Source: Adults’ Media Use and
Attitudes Report, Ofcom (2017)

Qualitative research by Ofcom supports this finding. Participants stated that when judging if a website is
secure or not, they take into consideration whether the site is popular and/or asked friends or family for
advice if unsure (Ofcom, 2016a).

O 66 I think the trick is to stick to websites that a lot of people use. The way I see it is that if
there are a thousand people using this website then chances are it’s going to have to
@ be quite secure. 99

(Adult Media Lives 2015: Male, 19, England).

66 ['m very cautious. If I'm not sure I call my daughter and explain what they’re asking for.
Then she will say “That’s all right” or “Come out of it”. 99

(Adult Media Lives 2014: Female, 70, Scotland).

Other studies also found that participants refrained from using an online service (39%) (ICO, 2016) or
cancelled a transaction (23%) (TRUSTe, 2016q) after deciding that the website did not look trustworthy.
However, these studies did not explore the reasons why the participants did not trust some websites or the
factors they considered when making this decision.
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Managing browser history:

Around half of participants (49%) report deleting cookies, cache or similar browsing history in the TRUSTe
2016 report, while just over a quarter of participants in the 2016 ICO report (28 %) said they deleted
cookies. Only 18% of participants in this study reported using a ‘do not track’ feature on their internet
browser.

49% have deleted cookie, cache or similar browsing history (TRUSTe, 2016a)
28% deleted cookies from their internet browser (ICO, 2016)
18% use ‘do not track’ feature on browser (ICO, 2016).

A qualitative study by Marreiros et al (2015) explored people’s behaviour around cookies and consent. It
found that although most participants are aware of cookie notices, they rarely read them and instead
either click accept regardless, or ignore them altogether.

Use of public WiFi:
Participants tend to use public WiFi to check their emails, more than to share photos or do online banking.
That said, it was still fairly common for people to carry out these activities using public WiFi, despite some
caution (White, 2017).

Figure 4.2 Online activities using public WiFi

m England Ireland = N.Ireland mScotland = Wales

53%

Accessing emails

50%
53%
1%
Sharing photos 31%
40%
41%

31%

Online banking 22%
23%

32%

| b
N
X

Base: Adults who use the internet: England: 1,291, Ireland: 985; Northern Ireland: 1,005; Scotland: 725; Wales: 854
Source: Digitally Savvy Citizens: Data from across the UK and Ireland on how we manage information, security and privacy
online (2017)
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A qualitative study from Ofcom found that although most participants are reasonably confident about
using their smartphone to do online banking or undertaking financial transactions, some were still cautious
doing so while using public WiFi connections (Ofcom, 2016a).

Use of data privacy programmes/Privacy protection programmes:

While the use of anti-virus software and anti-spyware is common (Ofcom, 2017b; Scottish Government
2016), use and awareness of more technical encryption programmes for email, proxy servers or anonymity
programmes such as ‘Tor’ are not (Williams and Nurse, 2013).

The Adults’ Media Use and Attitudes Report found that 65% of internet users stated that they have
installed anti-virus or anti-spyware software (Ofcom, 2017b). The ICO’s Information Rights Research (2016)
supports this finding, with 66% of their participants stating that they use such software (ICO, 2016). The
Ofcom study also found that around two-fifths of internet users use a firewall (43%) and download the
latest software updates (39%) (Ofcom, 2017b).

Figure 4.3 Security measures adopted

Use antivirus/spyware

Use a firewall 43%
Download software updates when prompted 39%

Delete cookies from browse 33%

Use email filters/software to block SPAM 32%

Use ad blocking filters/software 29%

Base: Internet users aged 16+ (1553) Source: Adults’ media use and attitudes: Report 2017

As well as the very small number who use Tor (5%), Williams and Nurse (2013) also found that a low
number of participants encrypt data on their computer (15%) or use encryption when emailing (16%). The
use of internet privacy plug-ins or extensions is more common, but still not highly used (36%).
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Figure 4.4 Privacy programmes used. “How often do you...”
m Always/Often m Rarely/Never m Unsure/NA

Use internet privacy browser 36%
plugins/extensions?

Use encryption tools for
emails?

Encrypt data on your
computer?

Use Tor for web
browsing?

Base: All (102) Source: Optional Data Disclosure and the Online Privacy Paradox: A UK Perspective (2016)

b) Reading privacy policies and website terms and conditions:

Only a small number of people report reading privacy policies® and website terms and conditions” fully,
especially privacy policies. The GB Consumer Privacy Index reported that just 12% of participants ever
read online privacy policy agreements (TRUSTe, 2016a), and the Eurobarometer found that only 13% of
participants in the UK are doing so (European Commission, 2015).

More broadly, one study reported that a fifth of participants (20%) read terms and conditions thoroughly,
whereas a higher proportion (45%) ‘skim read’” them (Ofcom, 2016b). Other research found that 40%

of participants never read website terms and conditions (Williams et al, 2015). A more recent study by
Doteveryone (2018) reiterated these findings. It reported that 58% did not read terms and conditions
and, perhaps more worryingly, 43% thought that there was no point reading terms and conditions since
companies ‘do what they want anyway’. There was a clear consensus from participants in this study that
companies need to do more to make terms and conditions understandable and clear (89%).

3 APrivacy Policy agreement is used by a website or app that collects personal information from users. This outlines what information is collected and how it is
used

4 ATerms and Conditions agreement is the legal agreement that outlines the rules, requirements, and standards of using a website or an app.
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Figure 4.5 How often do you read the terms and conditions on websites you use?

m Always Often m Rarely m Never u DK/NA

p

Base: All (102) Source: Optional Data Disclosure and the Online Privacy Paradox: A UK Perspective (2016)

The GB Consumer Privacy Index also asked about awareness of privacy policies and found that only

a third of people (31%) are aware that they can read these. However, a much higher proportion of
participants are aware of website terms and conditions and privacy policies when asked about together
(93%) — suggesting that public awareness of more generic website terms and conditions is higher than it is
of privacy policies per se (Ofcom 2016).

The 2015 Eurobarometer explored reasons why these policies are not being read. The most common
reasons given are that people find the statements too long to read (67 %), and they find them unclear or
too difficult to understand (38%) (European Commission, 2015). This is further supported by Williams et al

(2015) who found that the main reason given by participants for not reading policies was that they were
too long and complex.
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Figure 4.6 Reasons for not reading privacy statements/ policies

You find them too long to read

You find them unclear, too difficult to
understand

You think websites will not honour them
anyway

It is sufficient for you to see that websties
have a policy

You believe that the law will protect you in
any case

You don’t think it is important to read them

You don’t know where to find them

Other

Don’t know

38%

15%

14%

14%

9%

7%

5%

1%

Base: Participants who do not fully read privacy statements (17,356 in EU 28 countries) Source: Special Eurobarometer 431:

Data protection, Directorate-General for Communication, 2015

(c) Password hygiene

In order to keep online accounts secure, good ‘password hygiene’ is required. This refers to tactics such as:
creating strong passwords (length, mixed characters, not using personal information e.g. name, birthdays);
using different passwords for online accounts; and regularly changing passwords.

Password variation

A number of studies explored the proportion of participants who use ‘different’ passwords for their various
online accounts. The Scottish Household Survey found that 64% of participants® use different passwords
for different accounts, and the ICO information Track Rights Research found that 59% use different

passwords and PINs for different online accounts.

5 InScotland
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Figure 4.7 Use of different passwords across different/all online accounts
The Scottish Household | Use different passwords for .
Survey (2016) different accounts 64%
Data Protection Use different passwords and PINS .
Authorities (2015) for different online accounts >9%

Base: The Scottish Household Survey: Adults who use the internet 2,420; Data Protection Authorities All: 1,249 Source: Scottish
Government (2016); Information Commissioner’s Office (2016)

Although the proportions using different passwords seem higher than might be expected it is worth noting
that these examples ask participants to make a judgement as to what constitutes ‘different passwords'.
For example, an individual who uses two or three passwords for all their online accounts may have stated
that they use different passwords, and therefore be included, when the recommendation is to use a
different password for every account®.

This important detail is supported by evidence from the 2017 State of Consumer Privacy and Trust report,
which highlighted poor ‘password hygiene’ as a concern as the majority of participants (70%) use seven
or fewer passwords for all their online accounts (Gigya, 2017).

Strength of passwords used:

Another factor which contributes to password hygiene is the strength of the passwords used —i.e. the
length, inclusion of mixed characters, cases and numbers.

The Adults’ Media Use and Attitudes Report (Ofcom, 2017) stated that 54% use ‘strong passwords’.
Similarly, the 2016 Scottish Household Survey also found that over half of Scots (54%) reported that
they use complex passwords. Again, both studies were based on self-report data, and what participants
perceive to be a ‘strong’ or ‘complex’ password.

The Adults’ Media Use and Attitudes Report (Ofcom, 2016) also explored the prevalence of using ‘easy-to-
remember’ passwords and found that over a third (36%) agree with the statement: ‘I tend to use easy-to-
remember passwords like birthdays or names.’

Password security and mobile phones:

Digitally Savvy Citizens 2016 found that around two-thirds to three-quarters of people report protecting
access to their mobile phone using a passcode. The figures varied depending on where citizens lived;
this was more common in Scotland (76%) and Ireland (76%) than in England (70%), Wales (68%) and
Northern Ireland (66%) (White, 2017).

6  https://www.getsafeonline.org/protecting-your-computer/passwords/
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(d) Use of location services

Most mobile devices have a built-in location function or tracker, which can be used to provide localised
services for the user of the device. However, this function potentially infringes individuals’ privacy.

According to the GB Consumer Privacy Index, just over a quarter of participants (28%) turn off location
services on their mobile phone (TRUSTe, 2016a), whereas the Digital Savvy Citizens report found that this
percentage was higher, with around half of those in England (48%), Northern Ireland (47 %) and Wales
(54%) turning off location services, rising to 60% in Scotland and Ireland (White, 2017).

A total of 74% of social media users post their exact location online by ‘checking in” when visiting places
of interest (e.g. bars, theatres, cinemas, tourist attractions), although around one-third (36%) of those who
do said that they always consider the privacy implications in advance (Ofcom, 2017b).

(e) Managing privacy on social media accounts
The level of protection used to preserve privacy on social media varies considerably between individuals.
Public accounts and changing privacy settings:

A small proportion of people report that they have public accounts or make their posts public. Digitally
Savvy Citizens found that around a fifth of participants, in most jurisdictions, held public social media
profiles, meaning that their names, photos and posts are publicly available’. Optional Data Disclosure and
the Online Privacy Paradox found that 37% of people either always or often make their social media posts
public (Williams and Nurse, 2016).

The evidence is inconsistent regarding how likely people are to actively change their social media settings.
For example, the Adults’ Media Use and Attitudes Report stated that two-thirds of Facebook (67 %) and
Instagram (67 %) users, and just under half (47 %) of Twitter users, have changed their privacy settings
from the default setting (Ofcom, 2016b). However, the GB Consumer Privacy Index reported a much lower
figure of 31% (TRUSTe, 2016a) when looking at social media more generally.

The Eurobarometer supports the higher figures, with 71% of participants® in the UK changing their social
media privacy settings (European Commission, 2015).

Qualitative research by Ofcom explored the reasons why participants felt that it is important to ensure
their social media profiles are private. One key reason is to reduce the impact of social media on future
career prospects:

66 I'm applying for summer internships and placements and stuff for next summer, and the
first thing that people do is look you up on social media, or get someone to look you up.
I've made sure that everything I'm on is completely private. 99

(Adults’ Media Lives 2016, Female 24, Scotland).

7 Theresearch used the term ‘social media’ rather than breaking down the question into specific platforms which may gain different responses.

8  Participants who use social media
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Personal details on social media accounts:

The Eurobarometer found that around three-quarters (78%) of participants (in the UK) who try to change
their privacy settings find the process easy. People® who have not changed their privacy settings are most
likely to say this is because they have not had time to look at the options (20%) or that they do not know
how to do so (19%) (European Commission, 2015).

The ‘Consumer Fears and Factors in The Fight Against Fraud’ report found that 57% of participants
provide their full name in social media profiles and 38% include their date of birth and age. However, only
1% reported that they include their address on their social media profiles (Equifax, 2017).

(f) Providing false or limited information

A tactic employed by some citizens is to provide companies with false or limited information as a means
of protecting their online privacy. Adults’ Media Use and Attitudes Report found that a quarter (25%) of
internet users agree they give out inaccurate or false information online, in order to protect their online
privacy (Ofcom, 2017).

Digital Savvy Citizens also found that between a quarter and 43% of participants (depending on where
they live) use a name online that is different from their real identity (Scotland: 43%; Wales: 35%; England:
33%: Ireland: 29%; and Northern Ireland 25%).

Qualitative Ofcom research supports the suggestion that this behaviour is undertaken in order to protect

online privacy, with people reporting they provide false information such as names, birthdays and email
addresses.

@ 66 I will only give what’s publicly available: name, address. date of birth, well I won't
‘i’ necessarily give that correctly... In fact, I very rarely give the correct date of birth. 99

(Adults’ Media Lives 2014: Male, 60, England).

©6 Idon’t use myreal name. I don’t use my real age. 99

(Adult Media Lives 2016: Female, 55, England).

O ©6 I use my Gmail address, but I just miss one of the characters out so I don’t get any
correspondence from them. It’s the same as phone numbers, I just change one digit
@ because I don’t want to be getting texts galore from them. 99

(Adult Media Lives 2015: Male, 42, England).

9 IntheUK
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Higher proportions withhold information that is not a compulsory requirement, although these figures vary
among the different reports. One study reported that 61% of participants agree with the statement: ‘I
always try to hide my personal data when using internet sources’ (ICO, 2016). The Adults’ Media Use and
Attitudes Report 2016 reported a higher figure for similar behaviour, with the vast majority of participants
(82%) agreeing with the statement: ‘I tend to give the minimum amount of personal information required
online’ (Ofcom, 2016b).

Over a third (35%) of participants will avoid using a website altogether if they feel that too much personal
information is required (ICO tracker, 2015).

Demographic differences in data privacy behaviour

Not all the studies explored variations in online privacy behaviours based on age, gender and
socioeconomic status. Where this data was available, the greatest differences were noted between age
groups/generations and in relation to socioeconomic status.

Age/generational differences:

There are some differences in online privacy behaviour by age of participants. However, there is no clear
trend across the studies in terms of which age group or generation demonstrate more secure behaviours
and take action to better protect their online privacy.

That said, there are clear trends in relation to password hygiene. Younger participants are more likely

than older participants to use the same passwords for their online accounts (Ofcom, 2016b; ICO, 2016;
Gigya, 2017). For instance, 85% of Millennials use seven or fewer passwords, compared with 54% of Baby
Boomers (Gigya, 2017). However, there is competing evidence to show that at least in some contexts, it is
the younger age groups acting more privately. In contrast, older participants are more likely to use easy-
to-remember passwords, such as names and birthdays (Ofcom, 2016b). Younger age groups are also more
likely than older groups to say that they us a passcode or PIN to prevent unwanted access to their mobile
phone (White, 2017).

Similarly, behaviours differ between older and younger generations in relation to providing false or limited
information to protect online privacy. Those aged 55-64 are the more likely to agree that they give out
minimal information online (Ofcom, 2016b), whereas younger groups are more likely to agree that they
provide false information in order to protect their privacy (Ofcom, 2017b; Ofcom 2016b). The use of false
names online is less common in those aged over 55 years (White, 2017).

Younger age groups reported being the least pro-active in protecting their privacy on social media
platforms. For example, they are the most likely to show their full name and/or age (Equifax, 2017) and
to set their profiles to public (White, 2017). They are also the least likely age group to fully consider the
privacy and security implications before ‘checking in” on social media (Ofcom, 2017b). The ODI (2018)
found that one in four young British adults trusts social media platforms with their data, compared to
just one in 20 of their parents’ generation. However, these actions by younger people do not necessarily
represent a lack of awareness of these issues. Blank et al (2014) found that there was a strong inverse
relationship between age and whether a respondent had checked or changed their privacy settings on
social network sites, with younger age groups much more likely to do so that older age groups (Figure 4.1)
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Figure 4.8 Percentage of SNS users who check or change their privacy settings by age

95%
77%
71%
55%
53%

1417 18-24 25-34 35-44 45-54 55-64 5+

Base: SNS users (871) Source: OXiS (2014)

Other differences include:

. Older participants (over 55 years of age), are least likely to turn off location services on their mobile
phone (White, 2017).

. Older participants (over 65s) are least likely to make a judgement about a website before entering
personal information (Ofcom, 2016b).

. Internet users aged 25-34 are the least likely to use antivirus software, firewalls and antispam
software (ICO, 2016; Ofcom, 2017b).

. Older participants were more likely to read terms and conditions thoroughly (32%) than any other
age group, particularly the youngest group. Only 12% of 16-24 year olds read terms and conditions
thoroughly (Ofcom, 2016b).

Gender differences:

The evidence reviewed for this study suggests that variation by gender in online privacy behaviour is often
minimal. Research by Ofcom (2017) highlights that men are more likely than women to say they use the
following features: firewalls; downloading the latest software updates onto devices; and using ad-blocking
filters or software.
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Socio-economic differences:

Those from the higher socio-economic grades (AB households) take greater precautions and adopt
more protective behaviours in relation to their online privacy than those from the lowest socio-economic
backgrounds (DE households). Compared with those living in AB households, DE householders are:

. less likely to use a passcode on their phone (White, 2017)

° less likely to turn off location services on their mobile (White, 2017)

. less likely to use security software such as an anti-virus or anti-spyware packages (Ofcom, 2017b)
. less likely to make a judgement on the security of a website before entering personal information

(Ofcom, 2017b)
. more likely to use the same passwords for multiple online accounts (Ofcom, 2016b; Ofcom, 2017b).

These findings are supported by evidence from the United States in two academic papers that were
reviewed for this report. Madden et al. (2017) found that those on lower incomes were less likely to exhibit
secure behaviours. For example, while 79% of those earning $20,000 or more used privacy settings to
limit who could see what they posted online, only 65% of those earning below $20,000 said the same.
Another example (Li et al, 2018) explored online privacy skills among disadvantaged urban communities
in the US. They found no differences in digital privacy skills among those who had private access to the
internet, but that those relying on public internet access, for instance in the library, cited lower digital skills.

UK versus other European countries

The Eurobarometer 2015 found that there are behavioural differences between different European
countries in terms of protecting data online.

Citizens in Northern and Western European countries appear less likely to say that they read privacy
policies fully. For example, only 13% of UK participants read privacy policies. Levels were lowest among
participants in the Netherlands (10%). In contrast, this figure was, for the most part, significantly higher
amongst citizens in Eastern European Countries™ (European Commission, 2015).

However, findings relating to the use of privacy settings on social media accounts tell a different story. On
this issue, the Eurobarometer found that people in Northern and Western Europe are more likely to say
that they change their privacy settings from the default setting compared to their peers in Eastern and
Southern Europe.

UK versus the United States
The Consumer Privacy Index was conducted in both the UK and the US (TRUSTe, 2016a; TRUSTe, 2016b),

therefore allowing for direct comparison of the data and behaviours between the two countries. In terms
of behaviours, there was very little difference between the two. This study assessed behaviours such as:

10 Bulgaria: 38%, Czech Republic: 33%, Slovakia: 30% and Hungary: 29%

11 Le.UK:71%, the Netherlands: 71% and Sweden: 70% compared with Hungary: 39%, Italy: 40%, Poland: 44% and Croatia: 49%).
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not clicking on an online add; not downloading an app; withholding information; and stopping an online
transaction. Across these measures the differences between the two countries were marginal.

Ipsos Global Trends also reported specific comparable data on the UK and US and found that a very
similar proportion of UK and US participants do not fully read website terms and conditions; 73% of
participants in GB, compared with 71% of participants in the US (Ipsos, 2017b).

What is the impact of the perception of data infringement?

Given the widespread examples of data breaches that have occurred in recent years, it is important to
understand how people act and change their behaviours in response to these events to better protect
their online data and privacy. The research illustrates that following a data/security breach, most
participants will take action to improve their online privacy and security. These actions include: changing
their passwords; adding a second level of authentication; and closing accounts. It also raises individuals’
awareness and vigilance in relation to online privacy and security.

The 2017 State of Consumer Trust found that after a data breach, 62% change their passwords, 32% add
a second level of authentication and 18% close accounts. However, 22% make no change (Gigya, 2017).

Qualitative research by Ofcom supports this finding, with participants stating they have taken similar

action after encountering a data breach (Ofcom, 2017a).

e 66 We've had to change passwords. We've looked at things like firewalls, we've looked at the
additional security... 99

(Adult Media Lives 2016: Female, 39, Wales).

Introduction of GDPR

The General Data Protection Regulation (GDPR) is one of the most important changes made to data
privacy legislation in recent years. It was introduced on May 25, 2018 and aims to increase protection for
the public and to give them more control over what happens to their personal data.

However, the research shows that most people had limited awareness of the new regulation, at least until
close to the implementation date. For example, Thales (2017) found that only 37% of participants in their
study had heard of GDPR and that only 57% of those that had heard of it could explain it. Similarly, Big
Brother Watch (2017) found that a third of their participants had heard of the GDPR and, of those, less
than half (43%) knew what rights the legislation conferred upon them. This was further supported with
research by Pegasystems (2017) who found that 79% did not know that the GDPR was coming.

While awareness of the regulations was low at the time of those studies, once participants were informed
about the rights that GDPR would give them, the research suggested that they may take advantage

of it. Pegasystems found that 82% would be likely to ask to see, limit or erase the personal data that
companies hold about them. Furthermore, they said they would act if there was a breach: in one study
69% said they would consider going to a watchdog (Thales, 2017), while in another, 80% said they would
complain — although 53% said they did not know who they would complain to (Big Brother, 2017).
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5. A Privacy Paradox?
What is the Privacy Paradox?

It's clear from the evidence reviewed in chapter three that people generally have some concern about
their online data privacy. However, chapter four highlights that their actions in relation to the privacy of
their data often fall short of adequately protecting their privacy. This mismatch between attitudes and
behaviour has been termed by researchers as the ‘Privacy Paradox’.

There is not only a discrepancy between people’s concern about online privacy and their actions, but also
between perceptions of how secure their behaviour is and what they actually do. In the TRUSTe Consumer
Privacy Index (2016), 74% of British internet users said that they believe they adequately protect their
personal data online. However, in the same survey only 12% reported that they read privacy policies, 28 %
reported that they turn off location tracking on mobile devices and just under a third (31%) have changed
their social media privacy settings.

It is important to note that the vast majority of behaviour recorded in the literature reviewed is self-
reported. This may mean that the paradox is even more significant than it first appears. In survey research,
participants can present themselves in a more positive light in order to provide the ‘right’ answer as
prescribed by society. If such a ‘social desirability effect’ is at play in this instance, then it is possible that
the prevalence of ‘secure’ online behaviour may be even lower than actually recorded.

There is some research evidence to support this hypothesis. In their 2015 US paper, Wittes and Liu

took a different approach that did not rely on self-report in order to get a sense of how much personal
information the public are willing to disclose online. To do this, they looked at Google ‘Autocomplete
algorithm’, and identified that some of the most common autocomplete responses to the phrase ‘I think

[ am’ were highly personal statements such as ‘pregnant’, ‘depressed’, ‘bipolar’ and ‘gay’. While the study
did not aim to provide a robust scientific measure of privacy, it does provide an indication that, at least

in certain contexts, people are willing to ‘confess all sorts of things to Google’, which contrasts with self-
report data indicating a desire to maintain online privacy (Wittes and Liu, 2015).

What are the reasons for the Privacy Paradox?

While much of the literature describes the Privacy Paradox, the reasons for the phenomenon are not
directly addressed in many of the large-scale quantitative studies. However, they are the focus of a
number of the academic papers reviewed for this report.

There is no clear consensus in the literature on the drivers of the Privacy Paradox. This may partly reflect
the many varied contexts within which the phenomenon has been investigated. For instance, in a study
from the US, Athey, Catalini and Tucker (2017) explored the Privacy Paradox through an experimental
design related to choices MIT students made to protect digital currency (Bitcoin) they had been given.
In contrast, Hargittai and Marwick (2016) conducted qualitative research investigating self-disclosure
behaviour on social networking sites. Such differing studies naturally produce very different results.

Of course, the lack of a consensus may also reflect the fact that there is no single explanation and people’s
reasons for acting less securely or less privately will be dependent on the type of interaction and the
context in which it happens. The next sections outline the main explanations provided in the evidence
reviewed.
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As noted in chapter two, there was some evidence between 2012 and 2015 of a decrease in concern
about data privacy linked to increasing apathy around data protection. As it became increasingly difficult
avoid to providing personal data to navigate life online, there was a growth in the strength of feeling
that there was very little people could do to control this (Ofcom, 2015). This lack of ability to change the
situation meant that while they were still concerned, they did not act on their concern as they felt there
was little point (Hargittai and Marwick, 2016):

66 [thinklike: “Oh I better add a few random numbers in this password”, or do this or that, but you
know besides that I'm also wondering, what can I really do? 99

(Male, 20)

As noted above however, it is not yet clear whether recent high-profile data breaches and new legislation
to give citizens more power have affected this feeling of a lack of control —and even if they have, has it
resulted in people taking more action to protect their data?

Another potential explanation for the Privacy Paradox identified in the evidence is a lack of knowledge
and awareness of the tools that can be used to make online behaviour more secure (Rainie and Madden,
2015). This includes ‘do not track” search engines, email encryption or the use of proxy servers. Related to
this, the evidence highlights an apparent lack of awareness among some people of the potential risks of
disclosing information (Hargittai and Marwick, 2016).

66 Idon'tredlly care if somebody gets a hold of my Facebook, like I don’t have anything with credit
cards really linked...the most they could do would be to delete my content, which would be kind of
sad for me, but, I dunno. 99

(Female, 20)

This lack of awareness also seems to extend to knowledge of what data is collected and what impact this
may have. Findings from the 2018 Doteveryone Attitudes Report showed that only small proportions were
aware that data about their internet connection (38%) is collected, data about things they do on other
websites on the same device is collected (28 %), or that information that other people share about them is
collected (17%).

66 [didn't redlise the extent to which companies were saving data personal to individuals to use or
sell for their own benefit, and that it is almost accepted as a given that companies can do this. 99

(Doteveryone Attitudes Report, 2018)
It seems that citizens are more likely to act ‘securely” in areas where protective steps are easier and where

the implications for them of privacy infringement are more obvious or direct — e.g. public social media
accounts; or giving out their email address details/personal details. In contrast, where protective steps
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are more time-consuming or less obvious — e.g. reading website privacy policies/anonymization software/
deleting cookies — and where the implications of infringement seem more abstract, they do not. This
would suggest that while people say that security is more important than convenience (KPMG, 2017),
this is not the case in practice. Athey et al (2017) found that even the smallest inconvenience stopped
participants in their experiment selecting the more secure option of storing digital currencies, even when
they were fully informed of what the security consequences would be.

There is little information to enable international comparison between the UK and other countries to
understand if the gap between attitudes and behaviours is significantly different.

What data trade-offs are the public willing to make?

A key avenue of research on the Privacy Paradox has related to trade-offs —i.e. for what reasons the public
would compromise their personal online data privacy. A number of papers (DMA, 2015; KPMG, 2017)
exploring this issue have found that the public is willing to bargain their personal data for a variety of
incentives:

. free/discounted products or services — access to some sort of free service (e.g. email, search
engines, social media)

. a better, personalised service (although this is less popular than other trade-offs as it can lead to
nuisance marketing)

. availability (people may use a service or website that they are not sure of or think has suspect
security practices if they can’t get that product or service elsewhere)

. for the ‘public good’? — research by the Open Data Institute (2018) found that nearly half
of respondents (47 %) would share medical data about themselves, if it helped develop new
medicines and treatments.

A report for the Department for Culture, Media & Sport, London Economics (2017) conducted a ‘choice
experiment’ that tried to get participants to provide a realistic valuation of what their data rights are
worth in the context of three types of transactions: loyalty cards, smart meters and health insurance
rewards. The results showed that individuals would rather generally seek to protect their data rather than
choose to protect savings of roughly 5% to 10%. In the US, one study revealed the circumstances under
which many Americans thought it was acceptable or unacceptable to share personal information (Pew
Research Centre, 2016) as shown in Figure 5.1.

12 The definition of ‘public good’ with regards to data use is rarely explicitly defined.
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Figure 5.1 Acceptability of data trade-offs

Sharing health information. A new health information website is being
used by your doctor’s office to help manage patient records. Your
participation would allow you to have access to your own health records
and make scheduling appointments easier. If you choose to participate,
you will be allowing your doctor’s office to upload your health records to
the website and the doctor promises it is a secure site.

Acceptable

It depends
Not acceptable

Retail loyalty cards. A grocery store has offered you a free loyalty card
that will save you money on your purchases. In exchange, the store will
keep track of your shopping habits and sell this data to third parties.

Acceptable

It depends
Not acceptable

Auto Insurance. Your insurance company is offering a discount to you
if you agree to place a device in your car that allows monitoring of your
driving speed and location. After the company collect data about your
driving habits, it may offer you further discounts to reward you for safe
driving.

Acceptable

It depends
Not acceptable

Free Social Media. A new social media platform is being used by your
former high school to help manage communications about a class
reunion. You can find out the basic information about the reunion over
email, but your participation on the social media site would reconnect
you with old friends and allow you to communicate more easily with
those who are attending. If you choose to participate, you will be
creating a profile using your real name and sharing a photo of yourself.
Your access to the service is free, but your activity on the site would be
used by the site to deliver advertisements it hopes will be appealing to
you.

Acceptable

It depends
Not acceptabie

Smart Thermostat. A new technology company has created an
inexpensive thermostat sensor for your house that would learn
about your temperature zone and movements around the house and
potentially save you on your energy bill. It is programmable remotely
in return for sharing data about some of the basic activities that take
place in your house like when people are there and when they move
from room to room.

Acceptable

It depends
Not acceptabie

Base (461)

Source: Pew Research Centre (2016)

However, in general, the US literature is much more focused on the trade-off between national security
and civil liberties with evidence suggesting that the latter is seen as at least as, if not more, important than
the former to most Americans. One study reported, for example, that only 25% of individuals would be
willing to give up the privacy of their internet activities if it would help the US Government foil domestic
terrorist plots (Reuters, 2017). By comparison, although there is much less evidence on UK attitudes in this
areq, a recent UK study indicates a slightly higher level of support for privacy infringements on the grounds
of national security, with 32% of UK citizens agreeing with the statement: ‘More should be done to help
the Government fight crime and protect national security even if this means the privacy of ordinary people

suffers’ (Rogers, 2017).
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How can secure online behaviour be better supported?

In addition to the lack of consistency between attitudes and behaviours, the literature covered in the
evidence review does not widely explore the changes that people would like to see in the future in much
depth. Among those studies that did explore this issue, there was no clear single way forward that had
strong support. This was due in part to the fact that each specified an action and asked participants how
much they supported the action, rather than asking an open question, and there was little convergence
across the research on the actions considered. The evidence does suggest that consumers want online
data privacy to be more transparent and easier to achieve.

Although there was no real consensus across the different studies, a few key improvements were
highlighted by participants:

1. The ability to delete personal information collected — 66% of consumers said that they would be
likely to ask companies to remove personal details held about them if it was made easier to do so
(Deloitte, 2016).

2. Greater control over personal data' — this was a key issue for people. In the 2015 DMA report Data
privacy: what the consumer really thinks, 90% of consumers said they would like more control over
their data . Furthermore, 91% of participants in the Doteveryone 2018 Attitudes report said that
it's important to be able to choose how much data they share with companies (although 51%
can’t currently find out that information).

3. Greater transparency from companies/organisations using data — the 2016 US and UK TRUSTe
Consumer Privacy Indices suggested one of the top two ways organisations could lower privacy
concerns among consumers was to be more transparent about how they were collecting and using
data. The ODI (2018) found that a third of participants would feel more comfortable sharing data
if organisations provided an explanation of how they intended to use or share it.

4, Easier to use data privacy tools — this was cited as one of the other most important ways that
organisations could lower privacy concerns among consumers. However, as previously noted, there
are low levels of use of existing privacy tools, so it may be that the focus needs to be on raising
awareness of what is available, rather than creating new tools.

5. Clearer channels of responsibility and accountability — in several studies, there was a sense that
participants wanted there to be greater oversight of data privacy online. However, there was
often no consensus over what this would look like or who would be responsible. For instance, when
asked who should be responsible for enforcing rules to ensure we are treated fairly, 66% said the
Government should play a role, 61% said that the companies collecting the data should share
responsibility, while 60% would like to see the creation of an independent body.

66 Inotherindustries — if someone rips you off — you go to the Ombudsman. I don’t know if there is
an Ombudsman for the internet — but if there is who isit? 99

(Doteveryone Attitudes Report, 2018)

13 However, it is important to note that ‘more control’ was not defined in the research.
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6.

Conclusions

This report sought to explore the available data on the UK public’s attitudes and behaviours towards data
privacy and engaged with 50 pieces of literature from the past three years. Whilst the aim of this review
was not to provide specific recommendations for action, we can conclude a number of important themes
from the evidence:

1.

Lack of consensus on definitions, interpretations and boundaries

No clear consensus emerged across the literature on the exact definition or remit of online data
privacy and interpretations are varied. Key definitions were developed pre-social media and the
definition of ‘privacy’ in a digital age needs to be further explored within published research.
What does it mean to the UK public, what is important to the public and how does that differ by
different groups?

Concern around data privacy is significant

There is little doubt that people in the UK are concerned about the privacy of their data online.
Accounts indicated that on average around 75% of the UK public are at least fairly concerned
about the privacy and security of their personal data online.

Level of concern varies across sources

Estimates of the exact level of concern vary widely. There is little consistency across the studies
explored in this review and contradictions arise within different data sets in relation to each of

the key attitudinal questions. This is due in some part to a lack of continuity in the measures and
definitions used in the various studies. Whereas some literature uses very broad terms (e.g. concern
around online data privacy), some focuses on very specific issues (e.g. concern about using a
specific social media sites, or household appliances with internet connectivity), and some still uses
alternative terminology altogether.

Confidence in protecting data privacy is also high

Despite concern, personal confidence in managing access to personal data online is also high, with
similar proportions of the public (72%) suggesting they are either fairly or very confident. Though
it is also important to note that this was self-reported confidence and the genuine ability to do this
was not investigated.

Context matters for privacy conversations

When exploring these themes around data privacy attitudes in greater detail, the evidence
suggests that concern or confidence are significantly linked to the context in which personal
data is shared. Users are most comfortable sharing data with public-sector organisations, and
less comfortable with private companies, particularly telecommunications and social media
companies.
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6.  Apathy was rising —is it still?
A number of studies highlighted that significant concern about online data privacy was actually
decreasing over time, with the proportion of those apparently ‘unconcerned’ increasing. A number
of explanations for this trend have been speculated, including that although the public are aware
of increasing online data collection they have become more resigned to the inevitability of it.
However, the evidence does not yet capture whether recent high-profile data scandals and
breaches, and the implementation of new regulations to give citizens greater control over their
data have slowed or reversed this trend towards a feeling of disempowerment.

7. Data privacy behaviours employed demonstrate the UK public are taking

some actions to protect privacy, but more understanding is needed

Behaviours demonstrate concern to a certain extent. The findings indicate that the public do take
precautions to keep their information safe in terms of employing a variety of privacy ‘tactics’, the
most common being related to passwords and internet browsing security measures.

8.  ‘Privacy Paradox’ is evident in the UK
Nevertheless, the evidence clearly suggests that the public’s level of concern regarding online data
privacy is often not reflected in the steps they take to secure their personal information.
Furthermore, the behaviour that they consider to be secure is not always so. This ‘privacy paradox’
is evident in the UK research, but was only explicitly mentioned in a small number of studies. It
was more common for this phenomenon to be explored in the US literature. There is no clear
single explanation for the mismatch between attitudes to, and behaviours related to, online data
privacy. Possible explanations include:

a. the feeling of powerlessness in the face of the seemingly inevitable increase in personal
data collected online and lack of transparency about how it is used

b. a lack of awareness of the tools and techniques available to protect data, and what is
considered secure behaviour in different contexts

C. a lack of understanding of the potential implications of a lack of online data privacy. There
is a clear need for greater awareness about what the standards of ‘good’ privacy
protection actually is —i.e. what best practice looks like when it comes to online data
privacy. More consideration should be given to the public’s misconceptions in relation to
‘best practice’ online behaviour (e.g. using different passwords for every online account)
and how to address these.
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10.

1.

12.

13.

Trade-offs are common, but diverse in their format and intention

The public report continually making trade-offs with regards to their data privacy online. However,
these vary in terms of the intention, with the public reporting trade-offs both for private gain in
terms of access to personal services and convenience, but also ‘public good'.

Age is not a clear-cut indicator of overall behaviour

In terms of age, there is no clear overall pattern. There is a tendency for older participants to be
more concerned and at least say that they act more securely. However, there are also particular
contexts, where young people tend to behave more securely.

Lack of UK-based research focusing on demographic differences or
implications

There is limited information available about demographics, with the exception of age and even
this is predominantly constrained to views over the age of 16 or 18. The limited data does suggest
that different groups exhibit different secure and unsecure behaviours online, and have differing
privacy priorities. The very small amount of data on socioeconomic status suggests that those

at the lower end of the socioeconomic scale are more vulnerable to behaving in unsecure ways
online. There is no consensus in the literature on gender differences. This means there is unlikely to
be a ‘one size fits all solution” and that targeted solutions are likely to be required.

Culturally the UK is more aligned with the US than Europe

For both attitudes and behaviours towards data privacy, the available evidence suggests the UK is
far more similar to the US than Europe. The data highlighted that people in the UK express higher
levels of concern than most other European countries, but concern and behaviours are in line with,
or not significantly different from, the US public.

Assortment of limitations in the existing literature research methods

A number of challenges with data have been noted throughout this review. Inconsistencies in
terminology, reliance on self-report, lack of trend data, focus on quantitative large-scale methods
and the use of a range of different indicators all contribute to the complexities of researching UK
attitudes and behaviours towards data privacy.
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